Policy 4120.404320: Computer Hardware and Software Acquisition

Model Policy Revised Date: 06/26/201903/15/2026
General Policy Statement:
The purpose of this policy is to ensure that 's (Credit Union) will ensure computer hardware and software systems meet minimum standards and are compatible with existing equipment. This policy definesOutlined are the boundaries for the acceptable acquisition of the Credit Union’s computer hardware and software resources, which includes include software, hardware devices, and networking systems.
Hardware devices, software programs, and network systems purchased and provided by the Credit Union are to be used only for creating, researching, and processing Credit Union-related materials or such other use as may be approved by the Credit Union. By using the Credit Union’s computer software and hardware resources, each individual employee assumes personal responsibility for the appropriate use and compliance with this Credit Union policy and any other applicable organizational policies, as well as city, state, and federal laws and regulations.
Reference:
National Institute of Standards and Technology (NIST). Special Publication 800-53 (Revision 4) Security Controls and Assessment Procedures for Federal Information Systems.
Guidelines:
1. SOFTWARE ACQUISITION. All software acquired for or on behalf of the Credit Union or developed by Credit Union employees or contract personnel on behalf of the Credit Union is and will be deemed property of the Credit Union. All such software must be used in compliance with applicable licenses, notices, contracts, and agreements.
  
A. Software Purchasing. All purchasing of CU software will be centralized with the [4320-1] or designee referred to as the Computer Purchasing Officer (CPO), unless otherwise approved by the CPO, to ensure that all applications conform to organizational software standards and are purchased at the best possible price. Although efforts will always be made to purchase software at the best available price, software must only be purchased from known legitimate sources. All requests for software must be submitted to the CPO, who will then determine the standard software that best accommodates the desired request. Software purchased may be charged back to the requesting department.
 
B. Software Licensing. All computer software used at the Credit Union must be properly licensed and registered, whether for trial or permanent use. Failure to do so is a violation of state and federal law, as well as the licensing agreements provided by the software provider.
  
i. Each employee is individually responsible for reading, understanding, and following all applicable licenses, notices, contracts, and agreements for software to be used on Credit Union computers. Unless otherwise provided in the applicable license, notice, contract, or agreement, any duplication of copyrighted software, except for backup and archival purposes, may be a violation of federal and state law. In addition to violating such laws, unauthorized duplication of software is a violation of this policy.
 
C. Software Standards. The CPO shall maintain a list of the standard software installed on Credit Union computers that is supported by the Credit Union. Employees requiring software other than the programs referred to above must request such software from the CPO. Each request will be considered on a case-by-case basis in conjunction with the software purchasing section of this policy.
 
2. HARDWARE ACQUISITION. All computer or computing hardware devices acquired for or on behalf of the Credit Union or developed by Credit Union employees or contract personnel on behalf of the Credit Union is are and will be deemed Credit Union property. All such hardware devices must be used in compliance with applicable licenses, notices, contracts, and agreements.
  
A. Hardware Purchasing. All purchasing of Credit Union computer hardware and computing devices will be centralized with the CPO to ensure that all purchases conform to organizational hardware standards. The CPO may authorize specific computer hardware purchases by an individual department in response to a specific need. All computer hardware must be purchased from known legitimate sources.
 
B. Hardware Standards. The CPO will determine the configuration for all Credit Union-owned computers. Desktop computer workstations will be provided to employees working primarily from the office, or who have a Credit Union-provided workstation for use at their home. Laptop computers may be provided to employees frequently required to work outside the office. Printers may be provided to employees based upon on job requirements.
  
i. Employees requiring computer hardware other than what is outlined above must request such hardware from the CPO. Such requests will be considered on a case-by-case basis in conjunction with the hardware purchasing section of this policy.
 
3. INSURANCE. The Credit Union insures its computer equipment, data, media, and software applications. The review of insurance coverage will be conducted annually by the CPO as part of the Business Contingency Plan update. Due to the cost, insurance may not be purchased depending on the nature of the some hardware and/or software. Examples would be smartphones and tablets.
 
4. COMPUTER INVENTORY. The CPO will ensure an inventory of all hardware, software, and communication components of the Credit Union is maintained, including data flow diagrams. 
  
A. The CPO will also maintain an inventory of the software installed on the network servers and on each of the computers in the Credit Union. At least annually, Credit Union computers will be inspected to ensure that only authorized licensed software is installed. This procedure will provide for proper software licensing control.
 
5. MAINTENANCE. The CPO is responsible for the maintenance of all Credit Union computers and other system computing hardware. Service contracts will be maintained on computer hardware and software, subject to the recovery requirements of the Credit Union. These requirements will be documented in the Credit Union Disaster Recovery Plan.
  
A. Service Contracts. The CPO will maintain copies of all computer service contracts. These contracts will be monitored for compliance with contract terms by both CU and the service providers. Any deviation from the contract will be addressed by the CPO.
B.      Controlled Maintenance. Maintenance on information systems shall be performed on a regular schedule. Non-Credit Union personnel performing onsite maintenance on critical information systems shall be escorted and monitored. If equipment must be moved from controlled areas to an offsite off-site location for maintenance, then its removal must be approved by authorized personnel, and member information must be sanitized.
C.      Maintenance Tools. Credit Union IT personnel will track the tools used during information system maintenance, including diagnostic test equipment and hardware/software packet sniffers. Personnel will verify that maintenance tools do not contain malicious code before they are used on Credit Union systems.
D.     Nonlocal Maintenance. Credit Union IT personnel will monitor nonlocal maintenance activities performed via the Internet or via the Credit Union’s internal network. Strong passwords (and/or other strong authenticators) will be used to establish maintenance sessions. Nonlocal maintenance will be recorded and documented, and maintenance sessions and connections will be terminated when maintenance is completed. All nonlocal maintenance activities must be supervised by an authorized Credit Union employee.
E.      Timely Maintenance. Credit Union IT personnel will ensure that contracts with maintenance providers include provisions to obtain support or spare parts for failing systems or system components within 
6. SYSTEM ACQUISITION.  Automated systems acquisitions involve the coordinated purchases of hardware and software. Research, evaluation, and selection of new hardware and/or software must include the overall evaluation of the products, as well as existing Credit Union resources, to avoid excessive costs, incompatibility, servicing complications, purchasing obsolescence, or lack of functionality. 
  
A. The following criteria will be utilized when evaluating new computer hardware and/or software:
  
i. Products must have a demonstrated business purpose for the Credit Union.
 
ii. Compatibility with existing Credit Union equipment and its network is required. Non-compatible purchases can only be permitted for non-network attached equipment and must be justified (i.e., function not available within existing platform, or non-compatible product provides significant performance improvement). Products must have a description of the security controls and functions they provide.
 
iii. Departments requesting new systems must define their specific needs. This definition must include, to the extent possible:
  
1. The nature and scope of the requirement (i.e., financial analysis, loan application processing, forecasting, etc.);
 
2. Communications requirements (i.e., system access);
 
3. Security requirements (i.e., will sensitive data be used);
 
4. Licensing requirements (i.e., multiple user, single user, etc.);
 
5. Hardware requirements; and
 
6. Approval of the request by the department manager.
 
B. When requested, the CPO will provide assistance to the requesting department in defining their specific needs.
 
C. If the proposed system has the capability to upload information into the Credit Union’s host processing system, written authorization from the Credit Union’s host processing system vendor must be obtained prior to acquiring the system. It will be verified in writing that any system interface will not violate any provision of the maintenance contracts.

